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Abstract—Trustworthiness is a paramount concern for users
and customers in the selection of a software solution, specially in
the context of complex and dynamic environments, such as Cloud
and IoT. However, assessing and benchmarking trustworthiness
(worthiness of software for being trusted) is a challenging task,
mainly due to the variety of application scenarios (e.g., businesscritical, safety-critical), the large number of determinative quality
attributes (e.g., security, performance), and last, but foremost,
due to the subjective notion of trust and trustworthiness. In
this paper, we present trustworthiness as a measurable notion
in relative terms based on security attributes and propose an
approach for the assessment and benchmarking of software. The
main goal is to build a trustworthiness assessment model based
on software metrics (e.g., Cyclomatic Complexity, CountLine,
CBO) that can be used as indicators of software security. To
demonstrate the proposed approach, we assessed and ranked
several files and functions of the Mozilla Firefox project based
on their trustworthiness score and conducted a survey among
several software security experts in order to validate the obtained
rank. Results show that our approach is able to provide a sound
ranking of the benchmarked software.
Index Terms—Trustworthiness Benchmarking, Security Vulnerabilities, Software Metrics

I. I NTRODUCTION
Software plays an important role in an increasing number
of complex and critical systems used in businesses, industries,
government, and people’s daily life (ranging from e-health
applications to embedded control systems used in aircrafts or
nuclear power systems). As a consequence, software failures
(either caused by internal bugs or by successful security
attacks) can cause more damages than ever before, with serious
effect in the disclosure of private data, safety of the users, and
reputation. Building trustworthy software is thus critical for
the success of organizations.
Although software trustworthiness has been an important
concern for developers, researchers and enterprises, assessing
trustworthiness is still a nontrivial task due to several factors, such as the diversity of software systems (e.g., safetycritical or business-critical) and the large scale and high
complexity of today’s systems. Moreover, the notion of trust
and trustworthiness is subject to individual preference and
interpretation, as, depending on the context (i.e., application
scenario of the software), different quality attributes (e.g.,
security or performance) may be involved in the assessment
of the trustworthiness level of a system [1].
Although we can find several attempts in the literature to
address this issue [2], [3], [4], defining a mechanism or tool

that accurately measures the trustworthiness level of a system
is still very challenging. For this reason, in complex environments like cloud-based systems, software service providers
usually try to include trust related requirements as ServiceLevel Agreements (SLAs) to boost the trust of consumers, but
such agreements are not based on quantitative and verifiable
evidence of trustworthiness.
In this work, we aim to move from a subjective to an
objective trustworthiness notion by building a model based
on several software attributes and their relative importance
for determining how trustworthy a piece of software is. The
proposed model is based on the architectural quality attributes
of software, represented by concrete software metrics of
different types, including complexity (e.g., SumCyclomatic),
volume (e.g., CountLineCodeDecl), coupling (e.g., CBO), and
cohesion metrics (e.g., LCOM). The main objective of this
work is focused on showing the possibility of using software
metrics to benchmark the trustworthiness of software
systems.
Several studies have shown that there is some correlation
between the software architecture, represented as software
metrics, and the existence of vulnerabilities [5], [6], [7]. In a
previous study [8], we showed that it is possible to use a group
of software metrics for building a classifier to distinguish
vulnerable and non-vulnerable units of code (files or functions)
with a high level of accuracy. In this work, we aim at building
the trustworthiness benchmarking model using this group of
software metrics. With this model, a trustworthiness score is
assigned to each unit of code, calculated using the normalized
value of relevant metrics and their impact on the precision
of the classifier, which is measured by three different variable importance measures, namely Mean Decrease Accuracy
(MDA), Mean Decrease Gini (MDG), and the joint measure
MDAMDG (MDA + MDG) [9]. This relative trustworthiness
score can then be used to compare and rank software elements
(files or functions).
Considering that trustworthiness is an integrating concept
composed by several but complementary attributes (e.g., performance, availability, security), this proposal is focused only
on security aspects (also to make the problem dealable).
However, the proposed approach is applicable, with minimum
changes, to any other trustworthiness attribute. It is also worth
noting that security is nowadays a fundamental attribute of
trustworthiness in the majority of critical software systems and
applications [1].
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In order to demonstrate and validate the proposed approach,
we selected several files and functions of the Mozilla Firefox
project and ranked them based on their trustworthiness level
calculated using the proposed trustworthiness model. We then
took an empirical approach by conducting a questionnaire
survey among several software security experts in order to
conduct a paired comparison analysis of the selected files
and functions. We used the Row Geometric Mean Method
(RGMM) [10] and the Aggregation of Individual Judgments
(AIJ) [11] techniques to calculate the individual and aggregated ranking of the files and functions based on the pairwise
comparisons given by the experts. Finally, we performed a
detailed comparison between the results obtained using the
proposed trustworthiness assessment model and the results
obtained from the judgments of the experts. The results show
an agreement between the rank obtained by the trustworthiness
model-based approach and the individual and aggregated ranks
of the experts.
The rest of this paper is organized as follows. Section II
presents concepts regarding security and trustworthiness as
well as several important related studies. Section III presents
an high-level view of the trustworthiness benchmarking approach proposed. Section IV describes an instantiation of the
approach, and experimental results are presented in Section
V. An expert-based ranking used for validation, threats to
validity and highlights on the generalization of the approach
are descibed in Section VI. Section VII concludes the paper
and puts forward ideas for future work.
II. R ELATED W ORK
Trust and trustworthiness have been broadly studied in many
different areas [12], [13]. In computer science, these terms
are widely used in areas like semantic web, game theory and
agent systems [14]. In software engineering, software trustworthiness assurance or improvement [15] and trustworthiness
measurement [16] are extensively investigated topics. Trust
has also been investigated for service selection and rating in
web service systems [17], [18]. With the emergence of cloud
computing and cloud related technologies (e.g., fog computing
and IoT), special attention and consideration has been given
to trust and trustworthiness by many researchers, enterprises,
and cloud providers [19], [20], [21].
Trustworthiness of software is a subjective notion and,
depending on the context, different attributes (e.g., security
and performance) might be determinative [1]. Sometimes, it
may simply refer to one single attribute like security, or it
may refer to a combination of several attributes like reliability,
correctness, performance, compliance, availability, interoperability, and security [22], [1], particularly when it comes to dynamic and complex environments like cloud computing [23],
[24]. Moreover, the relevant trustworthiness attributes may
dynamically evolve or change during the software life cycle.
A structured study on trustworthiness attributes is presented
in [1], [4], and [25].
We can find several research studies in the literature that
presented theoretical and practical development practices and
solutions for the trustworthiness of software [26], [2], [3]. An

exhaustive overview of these development methodologies can
be found in [27]. In some works, structured assurance cases
are applied to assure a set of trustworthy related software
properties [28].
Despite the huge advances in software development processes, techniques and tools, and in spite of the existence of
standards for building high quality software (e.g., ISO/IEC
27000 [29]) and evaluating software quality (e.g., ISO/IEC
9126 [30] and ISO 15408 [31]), it is still very hard, if not
impossible, to develop software free of bugs and vulnerabilities
[32]. The existence of systems with software defects or bugs
that escaped the testing phases of the software development
process, emphasizes the importance of software trustworthiness assessment to help improving the quality of software,
and to support informed decision making.
Since software trustworthiness is usually characterized by
several quality attributes such as reliability, availability, and
security, software trustworthiness assessment has usually been
identified as a multiple attribute decision analysis (MADA)
problem [4], [24]. The main challenge in MADA is associated with assigning proper weights to different attributes
[4]. Different models, methods, and frameworks are proposed
to deal with software trustworthiness as a MADA problem.
Representative examples of these models and methods can be
found in [33], [34], [4].
A different approach is used in [16], in which a trustworthiness measurement model based on source code analysis
is proposed. The model is built based on some untrusted
evidences collected from the source code, such as improper
break or data overflow, and their impact. Our approach for
assessing the trustworthiness of software is also based on the
analysis of software source code. We focus on security and
use software metrics, which we previously showed that can
be used as indicators of software security [8], to evaluate the
trustworthiness level of software.
Compared to previous works, our approach is based on
evidences that are proven to have correlation with security
of software as a fundamental attribute of trustworthiness. The
trustworthiness score calculated directly indicates the units of
code (files or functions) that are the origin of untrustworthiness
in the source code, thus helping to improve the quality of
software during the development phase.
III. OVERALL T RUSTWORTHINESS B ENCHMARKING
A PPROACH
Our proposal for software trustworthiness benchmarking
focuses on security and uses a set of software metrics (e.g.,
CountPath, SumMaxNesting) as indicators of security vulnerabilities. These software metrics are identified using a heuristic
search algorithm from our previous work [8], as the best
subset of metrics for building a classifier model allowing
to distinguish vulnerable pieces of code from non-vulnerable
ones. Figure 1 depicts the main components of the proposed
approach, which results in the calculation of a trustworthiness
score that allows comparing the trustworthiness of different
software elements (e.g., functions, files).
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Trustworthiness Evidences
/Input Data

In the previous section, we proposed an high-level approach
to build a trustworthiness assessment model, using a set of
software metrics, that is able to show how trustworthy the
units of code are by assigning a trustworthiness score to each
unit (file or function). Figure 2 depicts the process followed
to instantiate this approach considering the metrics adopted
from [8]. The output is a trustworthiness score that allows
comparing the trustworthiness of different software units.

Statistical Analysis &
Normalization

Software Metrics Value

Weight of Software
Metrics

Trustworthiness
Assessment

Trustworthiness
Scores

Fig. 1: Assessment Approach (dataset from [7]).
As shown in Figure 1, the trustworthiness score, used as
the sole benchmarking criterion in our approach, is calculated
based on the Software Metrics Value and their relative
importance, as defined by the Weight of Software Metrics.
Actually, these data represent the Trustworthiness Evidences
that are the main input for the benchmark. Since the software
metrics are measured using different scales, there is the need to
normalize them to a common scale. To this end, a statistical
analysis needs to be performed on the input data to better
understand the distribution of the values of each software
metric.
The next step is to identify the relative importance (or
weight) of the software metrics. To do so, we need to study
how determinative each metric is in the classification of
vulnerable and non-vulnerable units of code.
To obtain the trustworthiness score of each unit of code
(file or function) under evaluation, we calculate the sum of the
product between the normalized value of each software metric
(M) and its associated weight (W), as shown in Equation 1.
The index n represents the total number of software metrics
used. Note that, this score is a relative measure of trustworthiness that should only be used for comparison purposes and not
as an absolute measure of security or trustworthiness. Given
this score, the codes units can be simply ranked.
T rustworthiness Score =

n
X

Mi Wi

(1)

i=1

The proposed approach is generic and easily applicable
to other trustworthiness attributes. In fact, we can replace
security attributes with any other trustworthiness attributes
(e.g., performance) or add other attributes to the model.
For this, we just need to identify the criteria for measuring
the corresponding trustworthiness attributes (e.g., throughput,
response time) and their relative importance.
IV. I NSTANTIATION OF THE T RUSTWORTHINESS
B ENCHMARKING A PPROACH
In our previous work [8], we performed an exploratory and
empirical analysis on software metrics in different architectural
levels of five software systems (Mozilla Firefox (mozilla.org),
Apache httpd (httpd.apache.org), Linux Kernel (kernel.org),
Xen Hypervisor (xen.org), and glibc (gnu.org/software/libc))
to study whether software metrics are discriminative enough
for classifying vulnerable code and showed that it is possible
to use a group of metrics to distinguish vulnerable and nonvulnerable units of code. We used a heuristic search technique
at function and file levels to select the best subset of metrics
for building such classifier.

Trustworthiness Evidences
/Input Data
Mozilla Firefox Files Data
(Selected files level metrics)
Mozilla Firefox Functions Data
(Selected functions level
metrics)
Dataset
Mozilla Firefox Files Data &
Reported Vulnerabilities
Mozilla Firefox Functions Data
& Reported Vulnerabilities

…

(1)
Normalization of software metrics values
using Feature Scaling
Normalized
Input Data

Statistical Analysis &
Normalization

Weight of

Identifying Relative Software Metrics
Importance of
Software Metrics
(2)
Calculation of software
metrics’ weight using MDG,
MDA and MDG+MDA

Trustworthiness
Assessment

Trustworthiness
Scores of file/
functions

(3)
Calculation of
trustworthiness score for
each file and function

Fig. 2: Instantiation Process of the Benchmarking Approach.

A. Dataset and Trustworthiness Evidences
We instantiated the proposed approach based on a dataset
containing detailed information about the files and functions
that compose five software projects, including Mozilla Firefox.
The dataset includes the list of file and function level software
metrics (56 file-level metrics and 28 function-level metrics)
extracted by Alves et al. [7], using Understand [35], and also
detailed information about the known vulnerabilities.
In this paper, we work on top of the Mozilla Firefox data,
since it is a quite large and well-known software project,
with a large number of known vulnerabilities, a fundamental
aspect to achieve more accurate results. Table I presents some
information about the project. It is important to emphasize
that the proposed approach is generic and applicable to any
other software projects (datasets), as far as the source code is
available for extracting the files and functions data.
We extracted the Mozilla Firefox’s files and functions data
for the selected metrics (21 file-level metrics and 15 functionlevel metrics, as shown in tables II and III). These input data
represent the trustworthiness evidences in our benchmarking
process.
B. Statistical Analysis and Normalization
To normalize the value of different software metrics to a
common scale, we first performed a statistical analysis on
the input data to better understand the distribution of the
values of each software metric. Minimum, maximum, mean
and quartiles values were calculated for each metric. Using
TABLE I: Summary of the Mozilla Firefox Project.

4

this simple analysis, we observed that there are cases with
very large values that affect the normalization process (e.g., for
the FanIn software metric, the maximum value existing in the
dataset is 129882 while the mean value is 108). To eliminate
this effect, we identified the outliers using a statistical method
based on the Interquartile Range (IQR) [36]. The IQR is the
range between the first and the third quartiles (IQ3 − Q1 ).
Using this method, any data value falling outside of the
acceptable range, between the lower fence and upper fence,
is considered to be an outlier:

AcceptableRange = [LowerF ence, U pperF ence]
U pperF ence(U F ) = Q3 + 1.5 ∗ IQR
LowerF ence(LF ) = M ax(Q1 − 1.5 ∗ IQR, 0)
IQR = Q3 − Q1
(2)
We then used Feature Scaling, which is a popular method
to normalize the values of independent variables and bring
them into a common range (between 0 and 1 in our work).
As we are interested in characterizing trustworthiness, a higher
score (1 in our work) should represent a more trustworthy code
unit, thus we need to verify whether each individual software
metric has a direct or inverse relationship with the level of
trustworthiness. To this end, we resorted to our previous work
[8] and checked the partial dependency between each selected
metric and the existence of vulnerabilities in the random
forest classifier built. In most cases, there is an obvious direct
relationship, which means an inverse relationship with trustworthiness: the greater the value of the metric, the more likely
to have a vulnerability, thus less trustworthy. In a few cases,
we have not seen an obvious direct or inverse relationship.
This may seem a bit odd since these metrics are selected
by the classifier as predictive metrics, but it happens because
partial dependency of each metric is calculated individually
and, as explained in [8], a software metric that is irrelevant
when considered individually might be highly significant when
combined with other metrics. However, since we are going to
normalize the values of the software metrics individually, we
ended up concluding that the selected software metrics, have
either an inverse relationship or an indifferent relationship.
Based on this relationship and given the above Acceptable
Range, the value X for each software metric is scaled into the
range [0,1] by using Equation 3.

Decrease Gini (MDG) [9] for each software metric. In addition
to these two measures, we use the MDAMDG joint measure,
which previous research [37] showed to be a robust measure to
identify the relative importance of the features used to build a
classifier. These measures are explained in the next paragraphs:
• Mean Decrease Accuracy (MDA) - shows how much the
classifier’s accuracy decreases by dropping a software metric
from the list of features. MDA is normalized by the number
of trees in the random forest. The greater the accuracy drops,
the more significant the software metric.
• Mean Decrease Gini (MDG) - is a measure of how each
software metric contributes to the homogeneity of nodes
in the trees of the resulting random forest. Each time a
particular software metric is used to split a node, the Gini
coefficient for the child nodes are calculated and compared
to that of the original node. Metrics that result in nodes with
higher purity have a higher decrease in Gini coefficient.
• MDAMDG - is a joint measure whose value is the sum of
MDA and MDG. This measure is used to calculate the total
importance score of each software metric. The greater the
total score, the more significant the software metric is.
Given the above explanation, three importance scores (i.e.,
MDA, MDG, and MDAMDG) are assigned to each software
metric, resulting in three different weights. Each weight is
calculated by normalizing the value of the corresponding
importance score to a [0-1] range by considering the number
of software metrics, so that, for each score, the sum of the
weights of all software metrics is 1 (see tables II and III,
columns MDG_W, MDA_W, and MDAMDG_W).
D. Trustworthiness Assessment
To obtain the trustworthiness score of each unit of code
(file or function) under evaluation, we calculate the sum of
the product between the normalized value of each software
metric (M) and its associated weight (W), as shown previously
in Equation 1. The index n ranges from 1 to 21 in the case of
files and from 1 to 15 in the case of functions, representing
the total number of software metrics used for each type of unit
of code.
Since we have previously calculated three different weights
for each software metric (MDA, MDG, and MADMDG),
we will have three different trustworthiness scores for each
file/function. These scores can finally be used to compare/rank
a set files/functions under evaluation.
V. B ENCHMARKING C AMPAIGN


1 − X − LF
0
X =
U F − LF
0

: X is in acceptable range

(3)

: X is an outlier

C. Identifying Relative Importance of Software Metrics
To identify the weight of the selected software metrics for
building the trustworthiness benchmarking model, we again
resorted to our previous work [8] and used the random
forest classifier to calculate two common variable importance
measures, namely Mean Decrease Accuracy (MDA) and Mean

To experimentally demonstrate our benchmark we selected
several files and functions from the source code of the software project under study (i.e., Mozila Firefox) and ranked
them using the trustworthiness scores obtained. The process
followed is depicted in Figure 3 and explained in the following
paragraphs.
A. Files and Functions Qualification and Selection
To select a meaningful list of files and functions from the
Mozilla Firefox’s source code for the analysis, we divided

Mozilla Firefox
Source Code
Dataset
Trustworthiness Score

Files and Functions
qualification and
selection

Selected Files & Functions
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TABLE II: File-level metric weights.
(2)
Rank selected files and functions
based on the trustworthiness
score calculated by our approach

Trustworthiness
Model-Based
Ranking (TMR)

TMR Rank

(1)
Selecting files and
functions for validation

Fig. 3: Benchmarking Process
the dataset’s files/functions in two groups: with and without
known vulnerabilities. This is done first because the files and
functions with vulnerabilities do not qualify for trustworthiness evaluation (they cannot be trusted). Second, we want
to eliminate any possible effect of the existence of known
vulnerabilities (in files and functions) on the judgments of the
experts, which will be used later to validate the output of our
approach. However, for sake of completeness, we repeat the
whole process, including experiments and analyses, with this
group of files/functions (with vulnerabilities) to validate the
proposed approach for this specific case (i.e., its usefulness to
compare code with known vulnerabilities).

TABLE III: Function-level metric weights.

We selected 5 files and 5 functions from each group/category. We choose only 5 to make the validation process feasible,
since the experts should compare each pair of files/function
separately (i.e., a total of 90 comparisons are needed for only
5 files and 5 functions). The procedure was as follows:

•

•

•

First selection using the value of individual software
metrics - To guarantee the diversity of our selection, we
first sorted the files/functions according to the individual
software metrics. For each metric, we then selected the
files/functions having the minimum, lower fence, mean,
upper fence and maximum values, resulting in the selection
of 105 files (5 files selected for each of the 21 file-level
metrics) and 75 functions (5 functions selected for each of
15 file-level metrics). A random choice of one was made in
the cases where several files/functions have the same value.
Cleaning - In this step, we first removed duplicated files/functions and then removed the files/functions in which all
software metrics have a normalized value equal to 0, as in
this case we cannot calculate a trustworthiness scores.
Final selection of files and functions - Finally, we sorted
the remaining 71 files and 54 functions according to the
trustworthiness score calculated using the MDAMDG
weight. Then we selected 5 non-vulnerable files (F ileA ,
F ileB , F ileC , F ileD , F ileE ), 5 vulnerable files (F ileF ,
F ileG , F ileH , F ileI , F ileJ ), 5 non-vulnerable functions
(F uncA , F uncB , F uncC , F uncD , F uncE ) and 5 vulnerable functions (F uncF , F uncG , F uncH , F uncI , F uncJ )
with different levels of trustworthiness score ranging from
the minimum to maximum. It is worth noting that the
selection process is only based on the metrics and not based
on the detailed analysis of the source code.

B. Trustworthiness Model-Based Ranking (TMR)
In this step we simply ordered the selected files/functions based on the three trustworthiness scores (MDG, MDA,
MDAMDG).
As mentioned before, the software metrics considered in this
study are the ones selected in our previous work [8] as the best
subset of metrics for building the most accurate classifier over
the Mozilla Firefox dataset. We calculated the three weights
for each metric using MDG, MDA, and MDGMDA. The
results obtained for the file and function levels are presented
in Table II and Table III, respectively. The metrics are sorted
based on the MDGMDA value. As shown in both tables,
the weights calculated using MDG, MDA, and MDGMDA
are different, but in most cases the order of importance of
the metrics given by MDA and MDG is the same as of
MDGMDA. The exceptions are marked in red.
The statistical data obtained for the file and function level
metrics are summarized in Table IV and Table V, respectively.
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TABLE IV: Statistical data of file-level metrics.

TABLE VI: Ranking of files without vulnerabilities.

TABLE VII: Ranking of functions without vulnerabilities

TABLE V: Statistical data of function-level metrics.

functions is also the same, independently of the weight used:
F uncE > F uncD > F uncB > F uncA > F uncC
Regarding vulnerable unites of code, the order of files,
independently of the weights (MDG_W, MDA_W and MDGMDA_W), is F ileI > F ileG > F ileJ > F ileF > F ileH . For
functions, the order is F uncG > F uncJ > F uncF > F uncH
> F uncI , also independently of the weights. These results are
presented in Tables VIII and IX, respectively.
VI. A PPROACH VALIDATION AND G ENERALIZATION
In order to validate the ranking provided by the proposed
trustworthiness benchmarking approach we conducted an
expert-based ranking. This ranking was compared with the
one obtained by our approach, both for files/functions without
vulnerabilities and files/functions with vulnerabilities.
TABLE VIII: Ranking of files with vulnerabilities.

Here, we intend to analyze the distribution of the values of the
software metrics at both file and function levels, in order to
identify the outliers that affect the normalization process. As
previously explained, the outliers are identified by calculating
the acceptable range of values based on IQR (IQ3 − Q1 ). The
results of our statistical analysis show that, for each software
metric, different number of values are considered to be outliers
(refer to the last column of Table IV and Table V).
The trustworthiness scores (T Score) of the non-vulnerable
files (F ileA , F ileB , F ileC , F ileD , F ileE ) and functions
(F uncA , F uncB , F uncC , F uncD , F uncE ) calculated by our
trustworthiness model for three different weights are presented
in Table VI and in Table VII. In both tables, the files and
functions are sorted from the most trustworthy to the least
trustworthy. It is interesting to notice that, independently of
the weights (MDG_W, MDA_W and MDGMDA_W) used to
calculate the trustworthiness score, the order of the files is
always F ileC > F ileA > F ileE > F ileD > F ileB , where the
symbol > means more trustworthy than. The ranking for the

TABLE IX: Ranking of functions with vulnerabilities
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TABLE XI: Responses of the experts for files.

A. Expert Survey
Twelve experts with experience and interest in the security
area (4 PhD students and 8 professors), working in different
universities in different countries (Portugal, Italy, Brazil, Belgium), were asked to do a comparison between all the different
pairs of files/functions mentioned in the previous section. It is
important to mention that all experts are researchers in the area
of secure software engineering, some of which having more
than 10 years of experience.
The experts were provided with the source code of the
files/functions and the available information regarding the individual software metrics. They were asked to choose the more
trustworthy file/function for each possible pair (a total of 90
pairwise comparisons) and assign a value indicating how much
trustworthy a file/function is in comparison to another. For
this, we defined four different levels: much more trustworthy
(3), more trustworthy (2), a little more trustworthy (1) or
non-differentiable (0). We believe that defining more levels
would highly complicate the judgment process for the experts,
thus not bringing any added value. For supporting further
calculations, we transformed these values into quantitative
ones, as shown in Table X, according to the Fundamental
Scale of Absolute Numbers for Pairwise Comparison [38].
TABLE X: Absolute numbers in pairwise comparison.

B. Validation Process

Expert_n Pairwise Comparison

Expert_1 Pairwise Comparison
Expert_2 Pairwise Comparison

For the validation, we first performed an analysis of responses from the experts and then calculated individual and
aggregated rankings of the files and functions. Finally, we
compared those individual and aggregated ranks with the ranking provided by our trustworthiness benchmarking approach.
Figure 4 depicts the whole process.

TMR Rank

(1)
Evaluation of consistency
and transitivity reduction

Analysis of the
Experts’
Responses

(2)
Ranking of files and functions based
on individual responses using the
prioritization method RGMM

Valid
Responses

Individual
Ranking

(3)
Ranking of files and functions by
aggregating individual responses

Individual
Ranks

Aggregated
Ranking
Aggregated
Rank

Individual
Ranks

Validation
(4)
Analysis and Comparison between
Experts’ Ranking and TMR
Ranking

Fig. 4: Validation process.
1) Analysis of the Responses of the Experts: We started by
analyzing the responses of the experts to find inconsistencies.
An inconsistency occurs when an expert chooses A rather than
B, B rather than C, but C rather than A as the more trustworthy file/function, while based on the two first statements,

TABLE XII: Responses of the experts for functions.

A must be more trustworthy than C. For this, we generated
a complete graph to summarize the responses, and performed
transitivity reduction to help identifying such inconsistencies.
Inconsistent responses are decided to be eliminated from the
validation process in order to avoid the effect of contradictory
responses on the aggregated ranking of files/functions.
The analysis of the responses resulted in the exclusion of
3 responses/experts (for both files and functions) from the
whole process. Thus, 9 responses remain for further analysis.
The pairwise comparison of files and functions made by the
remaining experts are presented in Table XI and Table XII.
Each row presents the comparisons carried out by one expert
and the columns show the judgment made between each pair
of files and functions. For example, in the first column of
Table XI, C - A means that F ileC is being compared against
F ileA , and expert 1 (first row) chooses F ileA rather than
F ileC , but indicates 1, which means that F ileA is a little
more trustworthy than F ileC .
2) Individual and Aggregated Ranking: Based on the pairwise comparisons, we calculated individual and aggregated
ranks for files and functions. There are two possible methods
for calculating the individual ranks: the Eigenvalue Method
(EM) and the Row Geometric Mean Method (RGMM) [10].
However, it is shown in [39] that the difference in the output
of these two methods in meaningless, thus we choose RGMM,
which requires less computation power.
To calculate the integrated rank of the files and functions,
there are also two known methods: the Aggregation of Individual Judgments (AIJ) [11] and the Aggregation of Individual
Priorities (AIP). As shown in [11], when RGMM is used
to calculate individual rank, the output of both methods is
equivalent. Thus, in this work we use AIJ.
By applying the RGMM and AIJ methods to compute the
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TABLE XIII: Individual & aggregated rankings of files.
Expert 1 Rank Expert 2 Rank Expert 3 Rank Expert 4 Rank Expert 5 Rank
FileA

0.458

FileC

0.563

FileC

0.427

FileC

0.366

FileC

0.497

FileC

0.266

FileA

0.218

FileA

0.221

FileA

0.366

FileA

0.270

FileE

0.135

FileE

0.141

FileD

0.177

FileE

0.137

FileE

0.133

FileB

0.103

FileD

0.051

FileE

0.142

FileD

0.094

FileB

0.058

FileD

0.037

FileB

0.027

FileB

0.032

FileB

0.036

FileD

0.042

Expert 6 Rank Expert 7 Rank Expert 8 Rank Expert 9 Rank

TABLE XV: Individual & aggregated rankings of vulnerable
files.

Agg. Rank

FileC

0.387

FileC

0.581

FileC

0.521

FileC

0.513

FileC

0.408

FileA

0.387

FileA

0.218

FileA

0.274

FileA

0.261

FileA

0.310

FileE

0.112

FileE

0.114

FileE

0.099

FileD

0.099

FileE

0.171

FileB

0.072

FileD

0.044

FileD

0.064

FileE

0.084

FileD

0.065

FileD

0.041

FileB

0.044

FileB

0.041

FileB

0.043

FileB

0.046

TABLE XIV: Individual & aggregated rankings of functions.
Expert 1 Rank Expert 2 Rank Expert 3 Rank Expert 4 Rank Expert 5 Rank
FuncE 0.521 FuncE 0.579 FuncE 0.586 FuncE 0.348 FuncE 0.497

TABLE XVI: Individual & aggregated rankings of vulnerable
functions.

FuncD 0.216 FuncD 0.232 FuncB 0.198 FuncD 0.348 FuncD 0.270
FuncB 0.154 FuncB 0.093 FuncD 0.128 FuncB 0.131 FuncB 0.133
FuncA 0.055 FuncA 0.060 FuncA 0.044 FuncA 0.105 FuncA 0.065
FuncC 0.055 FuncC 0.036 FuncC 0.044 FuncC 0.069 FuncC 0.035
Expert 6 Rank Expert 7 Rank Expert 8 Rank Expert 9 Rank

Agg.Rank

FuncE 0.305 FuncE 0.467 FuncE 0.488 FuncE 0.405 FuncE 0.458
FuncD 0.305 FuncD 0.281 FuncD 0.284 FuncD 0.405 FuncD 0.303
FuncA 0.275 FuncA 0.123 FuncC 0.130 FuncA 0.099 FuncA 0.094
FuncC 0.079 FuncC 0.079 FuncA 0.066 FuncC 0.058 FuncB 0.082
FuncB 0.037 FuncB 0.051 FuncB 0.031 FuncB 0.034 FuncC 0.063

individual and aggregated rankings of files and functions, we
obtained the results presented in Table XIII and Table XIV.
3) Validation: The aggregated ranking in Table XIII (files)
is exactly equally to the one computed by our benchmarking approach: F ileC > F ileA > F ileE > F ileD > F ileB .
Considering the individual rankings from the experts, 4 out of
9 experts ranked the files in that exactly same order. In the
other cases, the experts partially indicate the same order (e.g.,
F ileC > F ileA > F ileE > F ileB appears in 4 responses) and
indicate a reverse order for the files that are close to each other
in terms of their trustworthiness score (F ileD and F ileB ,
with 0.245 and 0.051 MDGMDA scores, respectively). These
results, on one hand, show that the inconsistency analysis and
exclusion of the inconsistent responses were effectively done.
On the other hand, they show that our trustworthiness approach
provides a sound ranking.
Regarding functions (Table XIV), again 4 out of the 9
experts indicate the same ranking as our approach, but the
order of F uncA and F uncB is reversed in the aggregated
ranking. This is happening because 4 experts, that are partially
indicating the same order as our approach (F uncE > F uncD
> F uncA > F uncC ), choose F uncB as the least trustworthy
function, while it has a higher score than F uncA according
to our ranking. For example, Expert6’s values for F uncB and
F uncA are 0.037 and 0.275, while their scores in our approach
are 0.493 and 0.226, respectively. Thus, despite having several
experts with the same rank as ours, this significant distance

(from 0.493 to 0.037) between our rank and several experts
(4 experts) in the case of F uncB , greatly influences the result
of the aggregated ranking.
To further verify whether the proposed approach for trustworthiness benchmarking is valid, we repeated the whole
process with the files and functions containing known vulnerabilities. After analyzing the results, presented in Tables XV
and XVI, we observed that the files ranking obtained by our
trustworthiness approach, F ileI > F ileG > F ileJ > F ileF >
F ileH , matches the aggregated ranking of the experts, which
also maps to the individual ranking of the majority of the
experts (5 out of 9). The same happens for the functions.
Our ranking is F uncG > F uncJ > F uncF > F uncH >
F uncI , which corresponds to the aggregated ranking and to
the individual ranking of the majority of the experts (8 out of
9).
C. Threats to Validity and Generalization of the Approach
In this work we propose a trustworthiness assessment and a
benchmarking approach based on software metrics that can be
used as indicators of software security. Based on trustworthiness score we ranked several files and functions of the Mozilla
Firefox project and conducted a survey among several software
security experts in order to validate the obtained rank. Despite
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the results showed a sound ranking of the benchmarked files
and functions, threats to validity should be highlighted:
•

•

Number of files and functions selected - the instantiation
and validation of the trustworthiness benchmark were
performed using a total of 10 files (5 non-vulnerable and 5
vulnerable) and 10 functions (5 non-vulnerable and 5 vulnerable). Although we obtained the trustworthiness score
for all the files and functions of the dataset, we needed
to reduce this number in order to perform the validation.
This is an acceptable number of files and functions, since
the experts had to perform the comparison between all the
possible pairs.
Number of experts considered - our aim was to get as
many responses as possible from experts in software security field, however this was a difficult task. Nevertheless,
we consider that the results obtained provide a good basis
for demonstrating the validity of the proposed approach.

In order to generalize the proposed approach we repeated
the trustworthiness benchmarking process using different software metrics. Since the metrics used for building the trustworthiness model were selected considering the Mozilla Firefox
dataset, we need to verify whether the ranking results are
biased. In practice, we repeated the whole ranking process
for the same files and functions but using another set of
software metrics, considered as the best set for distinguishing
vulnerable code units from non-vulnerable ones in a dataset
containing the combination of five different projects (Mozilla
Firefox, Linux Kernel, Apache, Xen and Glibc). Note that,
there are common sofware metrics in the two sets of metrics
(set of metrics selected for Mozilla Firefox and set of metrics
selected for all projects combined), for both files and functions.
For files, the new set of software metrics includes a total of
16 metrics of which 6 are new (AltAvgLineCode, AltCountLineComment, AvgCyclomatic, AvgFanIn, CountLineBlank
and SumEssential). For functions, there are also a total of 16
metrics of which 7 are new (AltCountLineCode, CountInput,
CountLineCodeDecl, CountPath, CountStmt, Cyclomatic and
RatioCommentToCode). Refer to [8] for more details on this
subset of metrics.
As shown in Tables XVII, XVIII, XIX, and XX, the
same ranking, with slightly different trustworthiness score,
is achieved respectively for files and functions without and
with vulnerabilities. For example, the trustworthiness modelbased ranking obtained using the set of software metrics
selected for Mozilla for files without vulnerabilities is F ileC
> F ileA > F ileE > F ileD > F ileB , the same as the ranking
presented in table XVII (obtained using the selected metrics
for different projects combined). In addition the values of the
trustworthiness score are similar: 0, 916 > 0, 723 > 0, 482 >
0, 245 > 0, 051 using the dataset of Mozilla project, and 0, 930
> 0, 735 > 0, 519 > 0, 216 > 0, 062 uning the dataset with all
projects combined. These results suggest that the approach can
be generalized to other software projects.
VII. C ONCLUSION
In this paper, we proposed an approach for assessing
and benchmarking software trustworthiness. The approach is

TABLE XVII: Rank of files without vulnerabilities.

TABLE XVIII: Rank of files with vulnerabilities.

focused on security and is based on software metrics as
indicators of security vulnerabilities. We used our approach
to rank several files and functions from the Mozilla Firefox
project considering their trustworthiness level.
For validation, we conducted a survey among several software security experts and calculated individual and aggregated
ranks of the same files and functions based on their pairwise
comparison of files and functions. Those ranks were compared with the ranks obtained with our approach. The results
show that the rankings of the experts greatly match the one
obtained by our trustworthiness model-based approach, thus,
the proposed trustworthiness benchmark is able to provide a
sound ranking of the benchmarked files and functions. This
demonstrates the possibility of using software metrics for
benchmarking the trustworthiness of software systems. We
finally showed that the proposed approach can be generalized
to other software project.
As a future work we intend to apply this benchmark apTABLE XIX: Rank of functions without vulnerabilities

TABLE XX: Rank of functions with vulnerabilities.
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proach to different projects and also extend the benchmarking
process considering different trustworthiness attributes, such
as availability and performance.
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